Why Stanley Swerved:

Correlated Anomalies in an
Autonomous Vehicle

Adam Oliner and Alex Aiken
Department of Computer Science
Stanford University

)




Today’s Menu

1. Motivation
2. Stanley’s Bug

3. Correlated Anomalies

OSQ Retreat 2008 2

*ﬁ
p ‘
\ .



(1)

Motivation



_Imperfect Systems

e We build imperfect systems
e We will always build imperfect systems

® These imperfections are expensive
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Vision Statement

We require generic techniques to measure
and analyze systems s.t. we can detect,
isolate, fix, mask, or mitigate imperfections.
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Correlated Anomalies

1. Identifty anomalies
2. Correlate in time/space

3. Infer dependencies
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Related Work

® Software
e (CBI, CSI, Dr. Watson, Director, IDES, ...

® Networks
 Anomography, Pinpoint, EMERALD, ...

e Fvent Correlation
o P, Tivoli, BMC, MS, CA, ...

OSQ Retreat 2008 4



(2)
Stanley’s Bug



Meet Stanley



(Sebastian Thrun)

Meet Stanley



Good Stanley

e \Won 2005 DARPA Grand Challenge
e $2 Million
® 132 miles

® 6:53:58
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Bad Stanley



‘Phantom Obstacles

“There were a total of 17 incidents, nearly all
of which occurred between Mile 22 and

Mile 35...
phantomr

that]

obstacles into the m

led to the inser

ion of

ap.//

- Journal of Field Robotics (2006)
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~ What Happened?

== Proceed

(IMU) (Decision)
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~ What Happened?

1. Bump

Proceed

WA,

(IMU) (Lasers) (Decision)
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~ What Happened?

1. Bump
2. Stall

(IMU) (Lasers) (Decision)

OSQ Retreat 2008 13 %%



~ What Happened?

1. Bump
2. Stall
3. Evade

1+

(IMU) (Lasers) (Decision)
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The Bug

¢ Implicit timing dependency
e Nondeterministic

e Two month search
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Correlated Anomalies



Steps

1. Identifty anomalies
2. Correlate in time/space

3. Infer dependencies
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_ldentity Anomalies

e Signal from component |

Sj — {(to, U()), (tl, Ul), (tz, 2)2), .. }

¢ Anomaly signal
e How novel is recent behavior?

s eg A= |55 pyl
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Anomaly Signal

= LASERT =— GPS_VEL
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Correlate

® M = anomaly matrix

e m;j = anomaly score for component |
at time window |

e C = correlation matrix for M

Ei [(mij — pj )(mik — pix )]

NP

Cik —

OSQ Retreat 2008 20



Cij Heat Map

(43
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Cij Heat Map

EKF_POSE
IMU
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Cij Heat Map

GPS_POS
GPS_VEL
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Cij Heat Map

TOUAREG_ACT
TARGET
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Cij Heat Map

LASER[1-4]
PLANNER_*
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Another Signal

e External anomalous behavior

e Swerve indicator
e 1 if swerved

e (O else
-  Swerve

I

Windows (Time)

Swerve?

\% é/
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Ah-ha!

B Correlation

CAN2
EKF_POSE
ERROR
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GPS_VEL
HEART

IMU
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Ah-ha!

B Correlation

CAN2
EKF_POSE
ERROR
GPS_COMF
GPS_POS
GPS_VE
HEAR
IMU
LASERT1
LASER2
LASER3
LASER4
PLANNER_INFO
PLANNER_TRA]
TARGET
TEMP
TOUAREG_ACT

-0.4 -0.3 -0.2 -0.1 0 0.1 | 0.3 0.4

The swerving was correlated
with the laser anomalies!
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Contributions

® Presented correlated anomaly framework
e Applied to Stanley
® Found a tough bug

Civilization advances by extending the number of

important operations [that] we can perform without
thinking about them. - Alfred North Whitehead
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