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Goal Statement
In order to minimize unscheduled 

downtime, we must devised automated 
techniques for detecting alerts: messages of 

interest to system administrators.
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Alert Detection
¥ Given a set of messages

¥ [node] [time] [body]

¥ [body]  is tokenizable

¥ Isolate parts of the log containing alerts
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Supercomputer Logs
¥ Four major systems [DSN 07]

¥ 81 GB (~750 million messages)

¥ Alerts are tagged

¥ www.cs.sandia.gov/~jrstear/logs/
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The Challenge
¥ Logs are huge, unstructured, time-

varying, incomplete, redundant, 
erroneous, and ambiguous
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Nodehours
¥ Messages from one node in one hour

¥ Analogous to practice

¥ H  = node c, hour j

¥ 0.77% are alert nodehours
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Intuition
¥ Anomalies <z alerts

¥ Information theory
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Nodeinfo Algorithm
¥ hi mom <z 0001hi 0002mom

¥ gw = how unevenly term w is distributed 
across nodes

¥ yw,c,j  = frequency of w in H c

j

Nodeinfo(Hc
j ) =

! " |W |
w=1 (gw log2(yw,c,j)) 2
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Metrics
¥ Binary scoring

¥ Given ranked list of nodehours

¥ Identify alert nodehours

¥ Precision, recall, F1

10



ICDM 2008

Metrics
¥ Binary scoring

¥ Given ranked list of nodehours

¥ Identify alert nodehours

¥ Precision, recall, F1
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Similar Nodes
¥ Hypothesis: ÒsimilarÓ nodes generate 

ÒsimilarÓ logs

¥ Functional groups

¥ e.g., Compute (97%) and Admin (3%)

¥ Similar logs <z anomalies stand out
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Detection on Liberty
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Salient Results
1. Discovered new alerts

2. Similar nodes <z similar logs

3. Reproducible performance baseline

¥ 92% of alerts w/ 90% precision

¥ 2-10x Bytes (AUC)
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Contributions
¥ Nodeinfo algorithm

¥ Reproducible performance baseline

¥ New alerts adopted by admins

¥ Near-online operational detection
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Fin
You have reached the end of the 
presentation. Please turn back.
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